Using the Volatility —d option for Pretty Process Mapping

(This document is targeted to Windows users of Volatility. The aim of this document is to
illustrate to the end user how to use and view the dot image format that can be generated
using the PSLIST, PSSCAN2 Volatility commands.)

If you’ve been playing around with Volatility on your Windows machine, you’ve more than
likely run either PSLIST or PSSCAN2 command to generate a list of processes found in a memory
image:
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Notice that this list presents both the PID process id and the PPID (Parent PID). You can
manually map PPID to PID to determine what process spawned another process...for example
see PID 872 (atsxyzd.sys) has a PPID of 464? Now look up the list at PID 464(dw8.exe)...From
this we can tell that running dw8.exe created a child process called atsxyzd.sys...Look again at
the PPID list and you can also determine that PID 872(atsxyzd.sys) is the PPID of other
processes such as PID 1656(sopidkc.exe), PID 472(tdctxte.exe), PID 1056 (dxonool32.sys) and
PID 796(afisicx.exe).



Now you either mentally map this process tree or draw it out physically if that helps you, but
there IS another way to visualize this process mapping.....

Have you taken a look at the options for the Volatility PSSCAN2 command? If you type “python
volatility psscan2 —help”, you’ll see a list of supported options for that Volatility command (and
any other Volatility command)

Notice the —d option (“Print processes in dot format”)? Lets run PSSCAN2 with the —d option
and output the results to a file....

Command Prompt

Uzage: psscan? [options] (see —help>

Options:
—help show this help message and exit

—f FILEMAME. ——file=FILENAME
Creguired? HP SP2 Image file

—h BASE, —hase=BASE <optional, otherwisze best guess iz made? Physical
offzet Cin hex>» of directory tabhle base

—t TYPE, —type=T¥PE <optional, default="auto">» Identify the image type
{pae. nopae, autol

—d, —dot Print processes in dot format

C:xUolatility—1.3_BetaXpython volatility psscan? —-d —f ..~ /zamplessexemplart.uvmemn
> outputspszcan2—exemplart . dot

By itself this output file is not going to be much good to you. In fact, if you’re running Office, the
output file might even be identified as a WORD DOT file type....it is NOT. It is a DOT IMAGE
FORMATED file. In order to view the output of the dot format file, on Windows you will need
download and install GraphViz-2.24 (stable) : www.graphviz.org/download windows.php
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Once installed, right click your psscan2.dot output file and choose to OPEN WITH....and CHOOSE
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Now Browse to the GraphViz/bin folder and select “dotty”
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Dotty will now display your DOT image PSSCAN2 output file....
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By right clicking within the Dotty program, you can see different option such as Zoom in, Zoom
Out, Print, etc.... If we zoom in we can much more clearly see the relationships between PPID



and PIDs: such as below where we see PPID 2000 (explorer.exe), which begat PID 464
(dw8.exe), which begat PID 872(atsxyzd.sys)...

G

1228
4 file ofs
Oz 1 A20920
file ofs
D 1hoc TEE explorer.exe
System started
_ 01:49:12
THRIUIE 2002-01-08
numng
516 454
file ofs file ofs
Oz 120500 Qa1 7£7020
SHNSS .BXe darl axe
started started
01:48:50 01:52:57
200%9-01-08 2002-01-08
TINHINE NINHINE
fal2 588 272
file ofs file ofs file ofs
Qx1b2d24% Ox1b12170 Ox1b15h40
winlogon exe C5Es5.BKe atsxyzd.sys
started started started
014658 01:46:56 01:55:00
2002-01-08 2009-01-08 2002-01-08
NINHING NINHING

73

i




612 588

'

N

Above we can see a clear illustration of PID 872 and its spawned child PIDs 1656, 472, 1056 and
796. Remember when we were trying this with just the text output?

Using the Volatility —d option for the PSSCAN2 or PSLIST output offers a Volatility user another
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way to quickly identify relationships of process artifacts found in memory.




